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DETAILED ACTION 

1 . Applicant's Pre-Appeal Conference Request filed on January 21 , 2009 has 
been carefully considered by a Pre-Appeal Conference. The conferees agreed that 
Klein fails to disclose a tamper circuit for disabling the cryptographic processor based 
upon tampering . Thus the finality of the Office Action mailed on October 6, 2008 is now 
withdrawn. The Office regrets any inconvenience caused by withdrawal of rejection. 

2. Applicant's response filed on November 12, 2008 has been carefully 
considered. The independent claims have been amended. Claims 9 and 19 have been 
canceled. New Claims 37 and 38 have been added. Claims 1-8, 10-18, and 20-38 are 
pending. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as 
set forth in section 102 of this title, if the differences between the subject matter sought to be 
patented and the prior art are such that the subject matter as a whole would have been obvious 
at the time the invention was made to a person having ordinary skill in the art to which said 
subject matter pertains. Patentability shall not be negatived by the manner in which the invention 
was made. 

4. Claims 1-8, 10-18, 20-36 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Dhir et al. (U.S. Patent No. 7,142,557 B2), hereinafter "Dhir", in view 
of Cheng (U.S. Pub. No. 2003/0221034 A1), and further in view of Hamlin (U.S. Patent 
No. 6,799,274 B1). 
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Referring to claim 1 : 

i. Dhir teaches: 

A cryptographic device comprising: 

a cryptographic module and a communications module (see figure 
8, elements 321 'encryption engine', 301 'wlan [i.e., wireless local area network] 
transceiver' of Dhir); 

said cryptographic module comprising 

a user Local Area Network (LAN) network interface (see 
figure 8, elements 325 'host bus interface', 326 'host device interface'; and figure 9, 
element 335 'LAN', of Dhir), 

a cryptographic processor coupled to said user Local Area 
Network (LAN) interface (see figure 8, element 321 'encryption engine' of Dhir), 
said communications module comprising 

a network wireless LAN interface (see figure 8, element 301 
'wlan [i.e., wireless local area network] transceiver' of Dhir), coupled to said 
cryptographic processor and switchable between wireless LAN modes (see column 3, 
lines 1-1 7 of Dhir). 

Dhir further discloses that the cryptographic module and the 
communication module are separable (see column 7, lines 48-56 'In this embodiment, a 
separate transceiver 301 integrated circuit [i.e., the communication module], namely not 
embedded in FPGA 300, is coupled to FPGA 300 [i.e., the cryptographic module], as is 
program memory 312.', of Dhir). However, Dhir does not specifically mention that the 
cryptographic module and the communication module are removably coupled. Neither 
does Dhir specifically mention a tampering circuit for disabling said cryptographic 
processor based upon tampering. 

ii. Cheng teaches an add-on card for connecting to both wired and 
wireless networks, wherein Cheng discloses that "The network connection module can 
be detachable from the add-on card to allow for various network configurations." (see 
figure 4; and abstract, lines 9-1 1 of Cheng). 
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Hamlin teaches a device comprising encryption circuitry wherein 
Hamlin discloses the tampering circuit for disabling said cryptographic processor based 
upon tampering (see column 4, lines 5-8, of Hamlin). 

iii. It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Cheng into the method of 
Dhir to make the communication module removable from the cryptographic device. 

It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Hamlin into the method of 
Dhir to use the tampering circuit for disabling said cryptographic processor based upon 
tampering. 

iv. The ordinary skilled person would have been motivated to have 
applied the teaching of Cheng into the system of Dhir to make the communication 
module removable from the cryptographic device, because "The network connection 
module can be detachable from the add-on card to allow for various network 
configurations." (see figure 4; and abstract, lines 9-11 of Cheng). 

The ordinary skilled person would have been motivated to have 
applied the teaching of Hamlin into the system of Dhir to use the tampering circuit for 
disabling said cryptographic processor based upon tampering, because Dhir teaches 
"Another aspect of the present invention is the above method further comprising storing 
a plurality of encryption algorithms configured to program the configuration logic blocks, 
and selectively programming a second portion of a configuration logic blocks with an 
encryption algorithm selected from the plurality of encryption algorithms ." (see column 
3, lines 11-17, of Dhir, emphasis added). Hamlin teaches the tampering circuit for 
disabling said cryptographic processor based upon tampering (see column 4, lines 5-8, 
of Hamlin). Therefore, Hamlin's teaching could enhance Dhir's system. 
Referring to claims 2, 12, 22, 26, 30 : 

Dhir, Cheng, and Hamlin teach the claimed subject matter: a 
cryptographic device (see claim 1 above). They further disclose that the network 
wireless LAN interface circuit is switchable to one of an access point (AP) mode, an 
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infrastructure mode, and an ad-hoc mode (see figure 9; and column 3, lines 1-17 of 
Dhir). 

Referring to claims 3, 13, 23. 27, 31 : 

Dhir, Cheng, and Hamlin teach the claimed subject matter: a 
cryptographic device (see claim 1 above). They further disclose the connector (see 
figure 4, element 55A, 55B, 57A, 57B of Cheng). 
Referring to claims 4, 14, 24, 28, 32 : 

Dhir, Cheng, and Hamlin teach the claimed subject matter: a 
cryptographic device (see claim 1 above). They further disclose the Ethernet (see 
column 2, lines 18 of Dhir). 

Referring to claims 5, 15, 33 : 

Dhir, Cheng, and Hamlin teach the claimed subject matter: a 
cryptographic device (see claim 1 above). They further disclose the power (see page 
3, paragraph [0030], lines 10-13 of Cheng). 
Referring to claims 6, 16. 34 : 

Dhir, Cheng, and Hamlin teach the claimed subject matter: a 
cryptographic device (see claim 1 above). They further disclose the encryption 
algorithm (see column 9, lines 19-20 of Dhir). 
Referring to claims 7, 17, 35 : 

Dhir, Cheng, and Hamlin teach the claimed subject matter: a 
cryptographic device (see claim 1 above). They further disclose the processor and the 
encryption circuit (see figure 8, elements 324 'baseband processor', 321 'encryption 
engine' of Dhir). 

Referring to claims 8, 18, 36 : 

Dhir, Cheng, and Hamlin teach the claimed subject matter: a 
cryptographic device (see claim 1 above). They further disclose the data buffer (see 
page 1, paragraph [0009], line 6-end, of Cheng). 
Referring to claims 10, 20 : 
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Dhir, Cheng, and Hamlin teach the claimed subject matter: a 
communications system (see claim 1 above). They further disclose the disabling (see 
column 4, lines 5-8, of Hamlin). 
Referring to claim 1 1 : 

i. Dhir teaches: 

A cryptographic device comprising: 

a cryptographic module and a communications module (see figure 
8, elements 321 'encryption engine', 301 'wlan transceiver' of Dhir); 

said cryptographic module comprising 

a user local area network interface (LAN) (see figure 8, elements 
325 'host bus interface', 326 'host device interface'; and figure 9, element 335 'LAN', of 
Dhir), 

a cryptographic processor coupled to said user LAN interface (see 
figure 8, element 321 'encryption engine' of Dhir), and 

said communications module comprising 

a network wireless LAN interface (see figure 8, element 301 'wlan 
[i.e., wireless local area network] transceiver' of Dhir), and 

said communications module comprising a predetermined one 
from among a plurality of interchangeable communications modules, and said network 
wireless LAN interfaces of said plurality of interchangeable communications modules 
each operating using a different wireless LAN mode (see column 3, lines 1-17 of Dhir). 

Dhir further discloses that the cryptographic module and the 
communication module are separable (see column 7, lines 48-56 'In this embodiment, a 
separate transceiver 301 integrated circuit [i.e., the communication module], namely not 
embedded in FPGA 300, is coupled to FPGA 300 [i.e., the cryptographic module], as is 
program memory 312.', of Dhir). However, Dhir does not specifically mention that the 
cryptographic module and the communication module are removably coupled. Neither 
does Dhir specifically mention a tampering circuit for disabling said cryptographic 

ii. Cheng teaches a add-on card for connecting to both wired and 
wireless networks, wherein Cheng discloses that "The network connection module can 
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be detachable from the add-on card to allow for various network configurations." (see 
figure 4; and abstract, lines 9-1 1 of Cheng). 

Hamlin teaches a device comprising encryption circuitry wherein 
Hamlin discloses the tampering circuit for disabling said cryptographic processor based 
upon tampering (see column 4, lines 5-8, of Hamlin). 

iii. It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Cheng into the method of 
Dhir to make the communication module removable from the cryptographic device. 

It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Hamlin into the method of 
Dhir to use the tampering circuit for disabling said cryptographic processor based upon 
tampering. 

iv. The ordinary skilled person would have been motivated to have 
applied the teaching of Cheng into the system of Dhir to make the communication 
module removable from the cryptographic device, because "The network connection 
module can be detachable from the add-on card to allow for various network 
configurations." (see figure 4; and abstract, lines 9-1 1 of Cheng). 

The ordinary skilled person would have been motivated to have 
applied the teaching of Hamlin into the system of Dhir to use the tampering circuit for 
disabling said cryptographic processor based upon tampering, because Dhir teaches 
"Another aspect of the present invention is the above method further comprising storing 
a plurality of encryption algorithms configured to program the configuration logic blocks, 
and selectively programming a second portion of a configuration logic blocks with an 
encryption algorithm selected from the plurality of encryption algorithms ." (see column 
3, lines 11-17, of Dhir, emphasis added). Hamlin teaches the tampering circuit for 
disabling said cryptographic processor based upon tampering (see column 4, lines 5-8, 
of Hamlin). Therefore, Hamlin's teaching could enhance Dhir's system. 
Referring to claim 21 : 

i. Dhir teaches: 

A communications method comprising: 
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coupling a cryptographic module to a Local Area Network (LAN) 
device, a cryptographic processor coupled to the user LAN interface (see figure 8, 
element 321 'encryption engine'; and figure 9, element 335 'LAN', of Dhir); 

providing a communications module, a network wireless LAN 
interface (see figure 8, element 301 'wlan [i.e., wireless local area network] transceiver', 
of Dir); 

using the network wireless LAN interface to communicate with a 
wireless LAN (see column 6, line 66-column 7, line 3 of Dhir). 

Dhir further discloses that the cryptographic module and the 
communication module are separable (see column 7, lines 48-56 'In this embodiment, a 
separate transceiver 301 integrated circuit [i.e., the communication module], namely not 
embedded in FPGA 300, is coupled to FPGA 300 [i.e., the cryptographic module], as is 
program memory 312.', of Dhir). However, Dhir does not specifically mention that the 
cryptographic module and the communication module are removably coupled. Neither 
does Dhir specifically mention a tampering circuit for disabling said cryptographic 

ii. Cheng teaches a add-on card for connecting to both wired and 
wireless networks, wherein Cheng discloses that "The network connection module can 
be detachable from the add-on card to allow for various network configurations." (see 
figure 4; and abstract, lines 9-1 1 of Cheng). 

Hamlin teaches a device comprising encryption circuitry wherein 
Hamlin discloses the tampering circuit for disabling said cryptographic processor based 
upon tampering (see column 4, lines 5-8, of Hamlin). 

iii. It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Cheng into the method of 
Dhir to make the communication module removable from the cryptographic device. 

It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Hamlin into the method of 
Dhir to use the tampering circuit for disabling said cryptographic processor based upon 
tampering. 
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iv. The ordinary skilled person would have been motivated to have 
applied the teaching of Cheng into the system of Dhir to make the communication 
module removable from the cryptographic device, because "The network connection 
module can be detachable from the add-on card to allow for various network 
configurations." (see figure 4; and abstract, lines 9-1 1 of Cheng). 

The ordinary skilled person would have been motivated to have 
applied the teaching of Hamlin into the system of Dhir to use the tampering circuit for 
disabling said cryptographic processor based upon tampering, because Dhir teaches 
"Another aspect of the present invention is the above method further comprising storing 
a plurality of encryption algorithms configured to program the configuration logic blocks, 
and selectively programming a second portion of a configuration logic blocks with an 
encryption algorithm selected from the plurality of encryption algorithms ." (see column 
3, lines 11-17, of Dhir, emphasis added). Hamlin teaches the tampering circuit for 
disabling said cryptographic processor based upon tampering (see column 4, lines 5-8, 
of Hamlin). Therefore, Hamlin's teaching could enhance Dhir's system. 
Referring to claim 25 : 

i. Dhir teaches: 

A communications method comprising: 

coupling a cryptographic module to a Local Area Network (LAN) 
device, a cryptographic processor coupled to the user LAN interface; coupling the user 
LAN interface to a LAN device (see figure 8, element 321 'encryption engine'; and figure 
9, element 335 'LAN', of Dhir); 

coupling one of a plurality of communication modules to the 
cryptographic module, and the network wireless LAN interfaces of the plurality of 
interchangeable communications modules each operating in a different wireless LAN 
mode (see figure 8, element 321 'encryption engine', element 301 'wlan [i.e., wireless 
local area network]; column 3, lines 1-17; and column 6, line 66-column 7, line 3 of 
Dhir); and 
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using the communications module to communicate with a wireless 
LAN (see figure 8, element 301 'wlan [i.e., wireless local area network]; and column 6, 
line 66-column 7, line 3 of Dhir). 

Dhir further discloses that the cryptographic module and the 
communication module are separable (see column 7, lines 48-56 'In this embodiment, a 
separate transceiver 301 integrated circuit [i.e., the communication module], namely not 
embedded in FPGA 300, is coupled to FPGA 300 [i.e., the cryptographic module], as is 
program memory 312.', of Dhir). However, Dhir does not specifically mention that the 
cryptographic module and the communication module are removably coupled. Neither 
does Dhir specifically mention a tampering circuit for disabling said cryptographic 

ii. Cheng teaches a add-on card for connecting to both wired and 
wireless networks, wherein Cheng discloses that "The network connection module can 
be detachable from the add-on card to allow for various network configurations." (see 
figure 4; and abstract, lines 9-1 1 of Cheng). 

Hamlin teaches a device comprising encryption circuitry wherein 
Hamlin discloses the tampering circuit for disabling said cryptographic processor based 
upon tampering (see column 4, lines 5-8, of Hamlin). 

iii. It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Cheng into the method of 
Dhir to make the communication module removable from the cryptographic device. 

It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Hamlin into the method of 
Dhir to use the tampering circuit for disabling said cryptographic processor based upon 
tampering. 

iv. The ordinary skilled person would have been motivated to have 
applied the teaching of Cheng into the system of Dhir to make the communication 
module removable from the cryptographic device, because "The network connection 
module can be detachable from the add-on card to allow for various network 
configurations." (see figure 4; and abstract, lines 9-11 of Cheng). 
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The ordinary skilled person would have been motivated to have 
applied the teaching of Hamlin into the system of Dhir to use the tampering circuit for 
disabling said cryptographic processor based upon tampering, because Dhir teaches 
"Another aspect of the present invention is the above method further comprising storing 
a plurality of encryption algorithms configured to program the configuration logic blocks, 
and selectively programming a second portion of a configuration logic blocks with an 
encryption algorithm selected from the plurality of encryption algorithms ." (see column 
3, lines 11-17, of Dhir, emphasis added). Hamlin teaches the tampering circuit for 
disabling said cryptographic processor based upon tampering (see column 4, lines 5-8, 
of Hamlin). Therefore, Hamlin's teaching could enhance Dhir's system. 
Referring to claim 29 : 

i. Dhir teaches: 

A communications system comprising: 

a plurality of Local Area Network (LAN) devices coupled together 
to define a network, and a cryptographic device coupled to at least one of said LAN 
devices (see figure 9, element 335 'LAN'; and figure 8, element 321 'encryption engine', 
of Dhir); 

said cryptographic device comprising a cryptographic module 
coupled to said at least one LAN device, and a communications module (see figure 8, 
element 321 'encryption engine', element 301 'wlan [i.e., wireless local area network] 
transceiver' of Dhir); 

said cryptographic module comprising a cryptographic processor 
coupled to said user LAN interface (see figure 8, element 321 'encryption engine', 
element 325 'host bus interface', element 326 'host device interface' of Dhir); 

said communications module comprising a network wireless LAN 
communications interface, coupled to the cryptographic processor and switchable 
between wireless LAN modes (see figure 8, element 301 'transceiver'; and column 3, 
lines 1-17, of Dhir). 

Dhir further discloses that the cryptographic module and the 
communication module are separable (see column 7, lines 48-56 'In this embodiment, a 
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separate transceiver 301 integrated circuit [i.e., the communication module], namely not 
embedded in FPGA 300, is coupled to FPGA 300 [i.e., the cryptographic module], as is 
program memory 312.', of Dhir). However, Dhir does not specifically mention that the 
cryptographic module and the communication module are removably coupled. Neither 
does Dhir specifically mention a tampering circuit for disabling said cryptographic 

ii. Cheng teaches a add-on card for connecting to both wired and 
wireless networks, wherein Cheng discloses that "The network connection module can 
be detachable from the add-on card to allow for various network configurations." (see 
figure 4; and abstract, lines 9-1 1 of Cheng). 

Hamlin teaches a device comprising encryption circuitry wherein 
Hamlin discloses the tampering circuit for disabling said cryptographic processor based 
upon tampering (see column 4, lines 5-8, of Hamlin). 

iii. It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Cheng into the method of 
Dhir to make the communication module removable from the cryptographic device. 

It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Hamlin into the method of 
Dhir to use the tampering circuit for disabling said cryptographic processor based upon 
tampering. 

iv. The ordinary skilled person would have been motivated to have 
applied the teaching of Cheng into the system of Dhir to make the communication 
module removable from the cryptographic device, because "The network connection 
module can be detachable from the add-on card to allow for various network 
configurations." (see figure 4; and abstract, lines 9-11 of Cheng). 

The ordinary skilled person would have been motivated to have 
applied the teaching of Hamlin into the system of Dhir to use the tampering circuit for 
disabling said cryptographic processor based upon tampering, because Dhir teaches 
"Another aspect of the present invention is the above method further comprising storing 
a plurality of encryption algorithms configured to program the configuration logic blocks, 
and selectively programming a second portion of a configuration logic blocks with an 
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encryption algorithm selected from the plurality of encryption algorithms ." (see column 
3, lines 11-17, of Dhir, emphasis added). Hamlin teaches the tampering circuit for 
disabling said cryptographic processor based upon tampering (see column 4, lines 5-8, 
of Hamlin). Therefore, Hamlin's teaching could enhance Dhir's system. 

5. Claims 37-38 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Dhir et al. (U.S. Patent No. 7,142,557 B2), in view of Cheng (U.S. Pub. No. 
2003/0221034 A1), further in view of Hamlin (U.S. Patent No. 6,799,274 B1), and 
further in view of Allmond et al. (U.S. Patent No. 5,754,552), hereinafter "Allmond". 

Referring to claims 37-38 : 

i. Dhir, Cheng, and Hamlin teach the claimed subject matter: a 
cryptographic device (see claim 1 above). They further disclose the connector (see 
page 1, paragraph [0017], lines 13-16, of Cheng). However, They do not specifically 
mention a plurality of connectors. 

ii. On the other hand, Allmond teaches a communication protocol 
detection system wherein Allmond discloses a plurality of different connectors for 
coupling the cryptographic module to different network devices (see figure 3; and 
column 1 0, line 61 to column 1 1 , line 24 of Allmond). 

iii. It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Allmond into the method of 
Dhir, Cheng, and Hamlin to use a plurality of different connectors for coupling the 
cryptographic module to different network devices. 

iv. The ordinary skilled person would have been motivated to have 
applied the teaching of Allmond into the system of Dhir, Cheng, and Hamlin to use a 
plurality of different connectors for coupling the cryptographic module to different 
network devices, because Dhir teaches a method for providing a multi-platform wireless 
local area network (see column 3, lines 1-2 of Dhir, emphasis added). Allmond teaches 
a networking device to automatically detecting and interconnecting network devices, 
each operating according to any one of a plurality of communication protocols (see 
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column 1, lines 16-20 of Allmond, emphasis added). Therefore, Allmond's teaching 
could enhance the system of Dhir, Cheng, and Hamlin. 

Conclusion 

6. Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Joseph Pan whose telephone number is 571-272- 
5987. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Kim Vu can be reached at 571-272-3859. The fax and phone 
numbers for the organization where this application or proceeding is assigned is 703- 
872-9306. 

Any inquiry of a general nature or relating to the status of this application 
or proceeding should be directed to the receptionist whose telephone number is 571- 
272-2100. 



/Joseph Pan/ 
Examiner, Art Unit 2435 
April 10, 2009 
/Kimyen Vu/ 

Supervisory Patent Examiner, Art Unit 2435 
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